NudopmanmonHas naMATKA A1 00y4aAKOIIMXCH

C KaKIAbIM I'OJJOM MOJIOACKHU B HHTCPHETC CTAHOBUTLCSA 6OJ'IBH_I€, a IMKOJIbHUKU OJHHU U3 CaMBbIX
aKTHBHBIX MOJIb30BaTenel Pynera. Mexay Tem, MOMUMO OrpOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa MaMsTKa JOJDKHA TIOMOYb TeOe 6e301macHo
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTepHsblii BUPYC — 3TO pa3HOBUIHOCTb KOMIIBIOTEPHBIX ITPOrpaMM, OTINYUTEIBHOU
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO.

B nomnonHeHnue K 3ToMy, BUPYChl MOTYT MOBPEIUTH WM OJHOCTHIO YHUUTOXKUTD Bee (hailiibl U
JTaHHbIE, TIOJJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOIo ObLiIa 3alylleHa 3apaxEHHas
porpaMMa, a TakyKe MOBPEIUTh WU 1a)Ke YHUUTOXKHUTh ONEPAMOHHYIO CUCTEMY CO BCEMU
daitnamu B 11eioM. B 60NBIIMHCTBE CiydaeB pacpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3aIUTEl OT BPCIOHOCHBIX ITPOTpaMM:

1. Hcnonb3yit coBpeMeHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHb
3aILUTHI OT BPEIOHOCHBIX IPOIPaMM;

2. TlocrosiHHO ycTaHaBiIMBai mauTH (LUGPOBBIE 3aIUIATKH, KOTOPbIE aBTOMAaTHUYECKU
YCTaHABIIMBAIOTCA C 1IEJIbIO IOPAOTKU POTrpaMMbl) U Ipyrrue OOHOBICHUS CBOEH
olepalroHHOM cucteMbl. CkauuBail X TOJBKO ¢ OpULIMAIBHOTO caiiTa pa3paboTunka
OC. Eciu cymiecTByeT peskuM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE O] paBaMM MOJIb30BaTENs, a HE AMUHUCTPATOPA. ITO
HE TMO03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJIMPOBATHCS HA TBOEM
[IEPCOHAIIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOIYKTHI U3BECTHBIX IPOU3BOIUTENEH, C

aBTOMAaTHUYECKUM OOHOBIIEHUEM 0a3;

Orpanndb pU3NYECKUIl 10CTYI K KOMIBIOTEPY /17151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHME HOCUTENN UHPOPMALIMK, TaKue Kak ¢uiemika, JUCcK Win (ain u3
MHTEPHETA, TOJIBKO U3 NMPO(PEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (ailsibl, HOTYYEHHbIE U3 HEHAJEKHBIX UCTOUHUKOB. J{axe
Te (ailsibl, KOTOpbIE MPUCIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HEro, OTIPaBJIsUI JIU OH
TeOe ux.

o

Ceru WI-FI

Wi-Fi - 510 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIIbL Opena, mapka. Eme B 1991
roJly HUJepiaHacKas koMmanus 3apeructpuposana opens « WECA», 9ato 0603Havano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOANTCS KaK «OECIPOBOIHAS TOYHOCTH.

Jlo Hamero BpeMeHH AoIuIa Ipyras ab0peBuaTypa, KOTopas sSBISIETCSI TAKOU jKe TEXHOJIOTHEH.
Ot1o abbpeBuarypa «Wi-Fi». Takoe Ha3BaHUE OBUIO TaHO C HAMEKOM Ha CTaHJapT BHICIINN
3ByKOBOH TexHHKH Hi-Fi, 4TO B mIepeBo/ic 03HAYAET «BHICOKAS TOUHOCTDY.

Ja, 6ecruiaTHBI MHTEPHET-IOCTYI B Kade, OTeNAX U adporopTax ABJISIETCS OTIMYHON
BO3MO>KHOCTBIO BbIX0/1a B MUHTEpHET. HOo MHOTHE SKCIIepThl CUUTAIOT, YTO 001Ie10CTyHbIe Wi-

Fi cetu He saBnsAroTCs OE30IIaCHBIMMU.

Cosertsl 10 Oe30macHOCTH paboTe B 001IeA0CTYHBIX ceTsix Wi-fi:



1. He nepenasaii cBoro nuuHyio nHpopMmaimio yepes odmmenocrynusie Wi-Fi ceru. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JJOTHHBI U KaKHe-TO HOMEpPa;

2. Hcnonp3yii 1 0OHOBIIAN aHTUBUPYCHBIE MPOTpaMMBbI U Opanamayep. TeM cambIM Tl
oOe3omacuiib cedsi OT 3aKauyKu BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkiroun pyrnknuio «O0mmii noctyn K daiiam u
npuntepamy». JlanHas GyHKIUS 3aKpbITa IO YMOTYaHUIO, OJJHAKO HEKOTOPhIE
NI0JIb30BATENIHN AKTUBUPYIOT €€ /17151 y100CTBa HCIIOIb30BaHus B paboTe mim y4eoe;

4. He ucnonb3yit myonmansii WI-FI muist mepenaym JIMUHBIX TaHHBIX, HAPUMED IS
BBIX0/IA B COIIMAJILHBIC CETH UJIH B AJIEKTPOHHYIO MOYUTY;

5. Hnonsp3yit Toapko 3amuiieHHoe coeaquuenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope
BeO-apeca BBOAM UMEHHO «https://»;

6. B MoOwipHOM Tenedone otkimoun pyHkuuto «llogkmouenue k Wi-Fi aBTomatraeckm.
He nomyckait aBToMaTn4eckoro moAKII0YeHHus ycTpoicTa k ceTsim Wi-Fi 6e3 TBoero
coriacus.

ConuajJbHEBIE CeTH

CormanbHbIe CETH aKTUBHO BXOJIAT B HAIILY )KU3Hb, MHOTHUE JIFOJM PAa0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUIAAP/T YEIIOBEK, UTO SIBISICTCS OJTHON
CEeIbMOI BCEX JKUTEIICH TIAHETHI.

MHorue moip30BaTeIn He MOHUMAIOT, YTO HH(POPMALIKs, pa3MeIIeHHast UMU B COITMATIbHBIX
CeTsIX, MOKET OBITh Hali/IeHa ¥ MCIOJIb30BaHa K€M yYrOJHO, B TOM YHCiIe He 0053aTeIbHO ¢
0JIaruM1 HaMEPEHUSIMH.

OCHOBHBIE COBETHI IO 0E€30IIACHOCTH B COLMAJIBHBIX CETAX:

1. Orpannub civcok apy3eil. Y 1e0s B Ipy3bsiX HE JOIKHO ObITh CITy4ailHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amminai CBOXO YaCTHYIO KW3Hb. He yka3wiBaii maposu, TenedoHbl, aapeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JIMYHYIO HHPOpMAIIHIO. 370YMBIIUIEHHUKA MOTYT HUCIIOJIb30BATh
Jaxe NH(OPMALIHIO O TOM, KaK Thl U TBOM POJUTENH IIJIAHUPYETE IPOBECTH KaHUKYIIbI;

3. 3amuinail CBOIO peryTaluio - JepXkKH €€ B YUCTOTE U 3a7aBaii cebe BOIpocC: XoTes Obl Thl,
YTOOBI JpyTHe NMOJb30BATENN BUIEIH, YTO ThI 3arpyxaeis? [Toxymaii, mpexae yem uro-
TO OMyOJIMKOBATh, HAMTUCATh U 3arPY3UTh;

4. Ecnu Tbl TOBOPULIB C JIOJbMH, KOTOPHIX HE 3HAEIIb, HE UCIOJIb3YH CBOE pealbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO Y4eObl U poYee;

5. Hz0Gerait pazmenienus pororpaduii B IHTepHETE, T11€ ThI H300pa)K€H HA MECTHOCTH, 110
KOTOPOM MO>KHO OIPENETUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuy B COMATBFHON CETH HEOOXOIUMO MCIIOIb30BaTh CIIOXKHBIE ITAPOIIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. Jns couanbHOU CeTH, MOYTHI U IPYTHX CAUTOB HEOOXOAUMO HUCIIOIB30BATh Pa3HbIE
napoiu. Toraa eciau Te6s1 B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKH TOy4YaT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

DJIeKTPOHHbBIE IeHbI'H

SHCKTpOHHLIC JACHbBI'M — 3TO OYCHb yIlO6HBIfI CII0c00 HHaTe)KCI\/'I, OZIHAaKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYNUTH OTU ACHBI'U.

DJIEKTPOHHBIE I€HbIY MOSBUIIMCh COBCEM HEJABHO U UMEHHO U3-3a 3TOr'0 BO MHOTHX
rocyaapcTBax 0 CUX IMOp HE MPOMUCAHO PO HUX B 3aKOHAX.



B Poccun sxe oHn (yHKIMOHUPYIOT M O HUX YK€ TIPONKCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BHJIOB — aHOHMMHBIC M HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 9TO T€E, B
KOTOPBIX pa3peliaeTcst MpOBOAUTH ONepanuy 0e3 uIeHTH()HUKALNY TOIb30BaTeNs, a B
HEAaHOHMMHBIX MJICHTU()UKALMY 110JIb30BaTeNs SABJIAETCS 00s3aTeIbHOM.

Taxxe cnenyeT pa3nuyarh IeKTPOHHbIE (PUaTHBIEC AEHBIU (pPaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U 3JICKTPOHHBIE HE(HUATHBIEC ACHBI'H (HE PAaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 OE30MAaCHOH paboTe € ANEKTPOHHBIMH JCHbIaMH:

1. TlpuBsixku K c4eTy MOOWIIBHBIN TelehOH. ITO caMblid yIOOHBIM B OBICTPBIN CIIOCOO
BOCCTaHOBHUTH JIOCTYII K cuety. [IpuBs3anHblii TeneoH MOMOXET, eciy 3a0yAeib CBOM
IJIATEKHBIN MapOJIb WIIU 3alJIelIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. HWcnonp3yii omHOpa3oBbie mapoiu. [locie nmepexona Ha YCUIICHHYIO aBTOPU3AIIHIO TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh KPa)KH WITK TiepexBaTa IJIaTeKHOTO MapoJis;

3. Bribepu cnoxusblil napons. [IpectynHukam OyIeT He MPOCTO yraiaTh CIOXKHBINA TapoIb.
HanexHble naposin — 3T0 napoiu, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT
B ce0sI CTPOYHBIC U TIPONUCHBIC OYKBBI, IU(PPHI K HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK
noJuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK | T.I1. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMUHBIC TAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSEIIb.

DJIeKTPOHHAA MOYTA

3JI€KTpOHHa$I mo4Ta — 3TO TCXHOJIOTUA U MPEAOCTABIIACMBIC CHO YCIIYTH IO MEPECHUIKE U
MOJIYYCHHIO 3JICKTPOHHBIX COO6H.[€HI/II71, KOTOPBIC PACIIPCACIIAIOTCA B KOMHLIOTepHOI;'I CCTH.

OOBIYHO AJIEKTPOHHBIN MOYTOBBIH SIIKK BBITIAIUT CIEAYIOLUIUM 00pa3oM:
UMs_T0JIb30BaTESI(@UMSL_JOMEHA.

Taxxe KpoMCE nepeaavun nmpoCToro TCKCTa, UMCCTCS BO3MOKHOCTD IICPEAABATH q)aﬁﬂbl.
OCHOBHBIC COBETHI 10 0€30ITaCHOM pa60Te C BHGKTpOHHOﬁ IMOYTOM:

1. Hano BbIOpaTh NpaBUIIBHBINA TOYTOBBIN cepBHC. B HHTEpHETE €CTh OIrpOMHBIN BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE T0OBEPATh TEM, KOI'O 3HAEIIb U KTO
IIEPBBII B PEUTHHTE;

2. He yka3pBaii B 1MuHOM noute nu4Hyto nHGopmMaruio. Harmpumep, stydie BeIOpaTh
«MY3BbIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

3. Hcnonb3yii ABYX3TalHYIO aBTOPHU3AIMIO. ITO KOTJa IOMUMO MapoJjis HY>KHO BBOJHUTH
KO/I, IpUChIIaeMbIi 110 SMS;

4. Boibepu ci0kHBIN naposnb. (i KaxkJ0ro NOYTOBOTO SMIMKA JJOJKEH ObITh CBOM
HAJCKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOXKHOCTD HalMCaTh CAMOMY CBOM JIMUHBIM BOIPOC, UCTIONB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SAIIMKOB. [IepBblil 1151 YaCTHOM MEPENUCKH ¢
azpecaTtaMu, KOTOPBIM ThI JIOBEPSACIIb. DTO JIEKTPOHHBIN aApec HE HAJ0 UCIIOIb30BATh
IpU perucTpanuu Ha opymax U cairax;

7. He oTkpbiBaii ¢ailiibl ¥ Ipyrue BIOKEHUS B MUChMaX Jake €CJIM OHU MPUIILIH OT TBOMX
npys3eil. Jlydine yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paiiib;

8. Tlocne oxoHuaHHs pabOTHI HA TIOYTOBOM CEPBHUCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM
He 3a0yb HaKaTh Ha «BBIATHY.



Ku0epOyJuIMHT M1 BUPTYaJIbHOE H3/1eBATEJIBLCTBO

KubepOyminuHr — npecienoBanne COOOMICHUIMH, COIEPKAIIUMHU OCKOPOJICHUS, arPECCHIO,
3aIlyTMBaHKE; XyJIUTaHCTBO; COLIMAIBHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3INYHBIX HHTCPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KHOEPOYIITUHTOM:

1.

N

o o

He 6pocatics B 60it. JIyqmmii crmoco6: mocoBeToBaThCs Kak ce0s1 BECTU U, €CJIH HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHaYaJle yCIOKOUTHCS. Eciiu Thl HaYHeNIh OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO elrle 0O0JIbIIe pa30XoKellb KOH(IUKT;
VYnpasisii cBoei kubeppernyranueii;

AHOHUMHOCTH B ceTl MHUMas1. CyIlecTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOMT 3a
AQHOHMMHBIM AKKayHTOM;

He crouT BecTu Xynuranckuii o0pas BUpTyaabHOM *u3HU. IHTepHET QUKCUpYyeT Bce
TBOU JICHCTBUS U COXPAHACT UX. Y IAJIUTh UX OYyACT KpailHe 3aTpyIHUTEIHHO;
Cobmronaii cBOM BUPTYaJIbHYIO YECTh CMOJIOJNY;

Urnopupyit enuHn4HbIN HeratuB. OJIHOPa30Bble OCKOPOUTENIBbHBIE COOOLICHMS JTyYIlle
urHopupoBaTh. OOBIUHO arpeccus MpeKpanaeTcs Ha Ha4aaIbHOUW CTaINH;

ban arpeccopa. B mporpammax oOMeHa MTrHOBEHHBIMH COOOIICHUSIMH, B COITMATTBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIICHUN C ONPEAETICHHBIX aJ[PECOB;
Ecnu Tb1 cBUaeTeNns kubepOyuinnra. TBou AecTBUS: BBICTYIIUTH IPOTUB
IpeciieIoBaTeNs, I0Ka3aTh €My, UTO €ro ACHCTBUSA OLEHUBAKOTCS HEraTUBHO,
HOJIEPKATh J)KEPTBY, KOTOPOU HY’KHA IICUXOJIOTMYECKask TOMOLIb, COOOIIUTH B3POCIbIM
0 (pakTe arpecCUBHOTO MOBE/ICHUS B CETH.

MoOunbHbIi Tes1eoH

CoBpeMeHHbIe cMapT(HOHBI U IIIAHIIETHI COJIEPKaT B ceOe BIIOJIHE B3POCIbINA (DyHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OJHAKO, CPENICTB
3aLIUTHI IS TOI00HBIX YCTPOUCTB MOKA OYEHb MaJIo.

TecTupoBaHuE U MOUCK YSI3BUMOCTENM B HUX IPOUCXOJIUT HE TAK MHTEHCUBHO, Kak 1y [1K, To
K€ caMoe KacaeTcsl U MOOMITBHBIX TMPUTIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTONbHBIE aHATIOTH, OJTHAKO
pacuuperue GyHKIIMOHaIa BI€UET 32 COOOM OOJIBIIYIO CII0KHOCTh U MEHBIITYIO 3alIUIIIEHHOCTD.

llaneKo HE BCC IIPOU3BOJUTEIN BBIITYCKAIOT 06HOBJ’I€HI/I$I, 3aKpbIBAIOINE KPUTUICCKUE
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcCHOBHBIE COBETHI JTsl 0€30MaCHOCTH MOOMIIFHOTO TenedoHa:

1.

~ow

Hudero He siBnsieTcs mo-HacTosieMy OecriaTHbIM. byib ocTopoXxeH, Bellb Korja Tede
npeuiaratoT 6eCIuIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE
yCIIyTH;

Hymaii, npexae ueM otnpaBute SMS, ¢hoto uimu Buaeo. Thl TOUHO 3HaCIIb, TJe OHU
OyIyT B KOHEYHOM UTOTe?

Heo6xo0a1Mo 06HOBIATE ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBUPYCHBIE POTPaMMBbl JJ11 MOOUJIBHBIX TeNe(OHOB;

He 3arpy:xaii npui1oxeHus OT HEU3BECTHOI'O HCTOYHUKA, BEAb OHU MOT'YT COJEPKATh
BPEIOHOCHOE NTPOrpaMMHOE 00€eCIIeUeHHE;



6. Ilocie Toro Kak ThI BBIMIEIIBb C caiiTa, T/ie BBOIWI JIMYHYIO HHPOPMALIMIO, 3aii11 B

HacCTPOUKHU Opay3epa U ynaiau cookies;

[Tepuoandecku MpoBepsiii Kakue IIATHBIE YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEpE;

8. Jlamaii cBO¥ HOMEp MOOMIJIBHOTO TeJie(hOHA TOJILKO JIFOISIM, KOTOPBIX ThI 3HACIIIb U KOMY
JIOBEPSICIITb;

9. Bluetooth momkeH ObITH BBIKIIFOUYEH, KOTJIa ThI UM HE TTOJIb3yelibesi. He 3a0biBait mHOT 1A
MPOBEPSTH 3TO.

~

Online urpsi

CoBpeMeHHBIE OHJIAWH-UTPHI — 3TO KPACOYHBIC, 3aXBATHIBAIOIINE PA3BICUCHUS, O0HEIUHSIIONINE
COTHH ThICAY YEJIOBEK MO BceMy Mupy. rpoku uccineayror JaHHbIA UM MHp, OOIIAIOTCS IPYT C
JIPYrOM, BBITIOJIHSIOT 3a/IaHUS, CPAXKAIOTCSI C MOHCTPAMU U MOJIYYatOT OTBIT. 32 YI0BOJILCTBUE
OHH IUIATST: MOKYMAIOT TUCK, OIIAYMBAIOT A00OHEMEHT WJIM MIPHUOOPETAI0T KaKue-TO OMIIUH.

Bce aTH cpeactBa uayT Ha nojiepKaHUe U pa3BUTUE UTPHI, @ TAK)KE HA caMy 0€3011aCHOCTD:
COBEPILEHCTBYIOTCS] CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBbIE MAaTYH (LIU(PPOBBIE 3aIIATKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTH CEPBEPOB.

B HO[[O6HI)IX HUIrpax CTOUT OMacaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIbKO KPaXu TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3allu1 0OIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Beaer cedst I0X0 UM CO3/1aeT Te0e HENPUATHOCTHU, 3a0JIOKUPYH €ro
B CIIUCKE UTPOKOB;

2. Tloxamyiics aAMHUHUCTpATOPaM UTPHI HA IUIOXOE IMOBEIEHUE STOTO UTPOKA, JKEIATEIBHO

IIPWIOKUTH KaKHE-TO JI0Ka3aTelbCTBA B BUJIE CKPHUHOB;

He ykasbiBail nuunyto nHdopmaiuio B podaiine urpsi;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoduaabHbIe TATYH U MO/IBI,

Hcnonp3yil CII0KHBIE U pa3HbIE APOJIH;

Jlaxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [1oka ThI urpaens, TBOM

KOMIIBIOTEP MOTYT 3apa3uTh.

Noogakow

OUIIUHT WA Kpaika JUYHBbIX JaHHbIX

OOBIYHOM Kpa>1<el71 ACHET U JOKYMCHTOB CCTOAHA YK€ HUKOI'O HE y,Z[I/IBI/IfIJ_IB, HO C pa3BUTUCM
I/IHTepHeT-TeXHOHOFI/II\/'I 3JIOYMBINIJICHHUKHA MMEPEMECTUIINCH B UHTCPHET, U MPOAOJIKAIOT
3aHUMAThCS «JTIOOMMBIMY) JACIIOM.

Tak nosiBuIach HOBasi yrpo3a: HHTEPHET-MOLIEHHIUYECTBA WX (DUIIUHT, TJIaBHAs 11eJIb KOTOPOTo
COCTOUT B MOJIy4€HUH KOH(UACHIMAIBHBIX JaHHBIX MOJIb30BaTeIel — JIOTMHOB U mapoJeil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢pumuHr (ot fishing — preiOHas noBms, password —
11apoJib).

OcHOBHBIE COBETHI IO 6OpHOE ¢ PUITMHTOM:
1. Cnenu 3a cBouM akkayHTOM. Ecii TBI TI07103peBaeiib, YTO TBOSI aHKETA ObLTa B3JIOMaHa,

TO HCO6XOILI/IMO 336HOKI/Ip0BaTL €cCu COO6H_II/ITL AIMUHHUCTpATOpaM peCypca 00 2TOM Kak
MOXHO CKOpEEC,



2. Hcnonp3yit 6e30nacHble BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U TIOUCKOBBIX
CHCTEM;

3. Hcnonb3yii ciioxHbIe ¥ pa3Hble Tapoiu. Takum o0pa3zoMm, eciii Te0si B3IIOMArOT, TO
3JI0YMBIIIJIEHHUKH TIOJIY4aT AOCTYI TOJIBKO K OJHOMY TBOEMY NPO(UIIO B CETH, & HE KO
BCEM;

4. Ecnun Te0s B310MaNu, TO HEOOXOJMMO NMPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE

no0aBiieHbl y TeOsl B IPY3bsIX, O TOM, YTO T€OS B3JIOMAIU M, BO3MOXHO, OT TBOETO UMEHH

OyzeT pacchlIaThCs ClIaM U CChUIKU Ha (DUIIMHIOBBIE CAThI;

YcranoBu HagexxHbid mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTk1r0uM coXpaHeHue napoJs B Opaysepe;

7. He oTkpsiBaii (aiiiasl 1 qpyrue BIOKEHUS B MMChMAaXx JIaXe €CJIM OHU MPUIILIH OT TBOMX
apys3eil. Jlydiie yTouHM y HUX, OTHPABIIsUIN JIM OHU TeOe 3TH (ailibl;

ISl

Hudposas penyranus

[udposas penmyTanuus - 3T0 HEraTUBHAsI WM NO3UTUBHAS MH(OpMAIHS B CETH O Tebe.
Komnpomerupyromas nHpopmMaius pa3MelieHHasi B HHTEPHETE MOXKET CEPhE3HBIM 00pa3oM
OTpa3UTbCs Ha TBOEH peabHOM KU3HU.

«udposas pemyramus» - 3T0 TBOW UMHJIK, KOTOPBI popMupyercs n3 napopmanuu o tede B
UHTEPHETE.

TBoe mecTo KHUTCJIBCTBA, y‘Ie6bI, TBOC (1)I/IH8.HCOBO€ ITOJIOKCHUC, 0COOEHHOCTH XapakTepa u
paccKasbl O OJIM3KHUX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIIEHHO OTHOCSATCS K ITYOJUKAIIMH JTMYHOW HH(POPMAIIUH B
HuTepHeTe, He MOHMMasi BO3MOXKHBIX MOCeACTBUN. Tl 1ake HE CMOXKEIb J0ralaThCsl O TOM,
yT0 (poTorpadusi, pa3merieHHas 5 neT Ha3aj, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha paldoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u apyrue AeiMCcTBUS MOTYT HE HCUE3HYTh JJaXKe
MOCJIE TOTO, KaK Thl X yJaTUIIb. Thl HE 3HACIIH, KTO COXPAHWI 3Ty HH(GOPMAIIHIO, TToTalia JI1
OHA B MMOMCKOBBIE CUCTEMBI M COXPaHUIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O TeOe
OKpPY>KaloIlee JIF0/Id, KOTOpbIe HAUAYT U yBUAAT 3T0. HaliT nHdopmaImio MHOTO JIET CITyCTs
CMOKeET JIt000i1 — Kak U3 T0OPBIX MOOYXACHUI, TaK U C HAMEPEHHEM MPUYUHUTE Bpell. ITO
MOET OBITh KTO YT'OJTHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(PPOBON pemyTauu:

1. Toamymaii, mpex/ie yeMm 4To-To MyOJIMKOBATh U MepeaaBaTh y ce0s B 6J0re Win B
COIIMAILHOM CETH;

2. B mactpoiikax nmpoduisi ycTaHOBH OTPaHUYEHHUS HAa TPOCMOTP TBOETO MPOQHIIS U €T
COJIEPKHUMOT0, CAENAal ero TONIbKO « I APYy3ei»;

3. He pa3meniaii u He yka3biBail HHPOPMAIIHIO, KOTOPas MOKET KOTO-JIM00 OCKOPOJISITh HITH
00MXKaTh.

ABTOpCKOE PaBo
CoBpeMeHHbIE TIKOJIbHUKH— aKTUBHBIE MTOJIB30BaTeNH IIU(POBOTO pocTpaHcTBa. OgHAKO

JIaJIeKo He BCE 3HAIOT, YTO MOJb30BaHNE MHOI'MMHU BO3MOXXHOCTSAMHU IIU(PPOBOTro Mupa Tpedyer
coOroieHHsI TpaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.



TepMHUH «MHTEIIEKTYyalbHasi COOCTBEHHOCTh)» OTHOCUTCS K Pa3IMYHBIM TBOPEHUSAM
YEeJI0BEUYECKOr0 yMa, HauynWHasl C HOBBIX M300pETEHUI M 3HAKOB, 0003HAYAIOIITUX COOCTBEHHOCTh
Ha MPOJYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMHu, poTorpadusiMu, KHHOPHUIbMaMH U
MY3bIKaJIbHBIMH TPOU3BEACHUSMHU.

ABTOpCKUE ITpaBa — 3TO [IPaBa Ha UHTEIJIEKTYallbHYIO COOCTBEHHOCTh Ha POU3BEICHHSI HAyKH,
JUTEPaTyphl U UCKYCCTBA.

ABTOpCKHE MpaBa BBICTYMNAIOT B KAYECTBE TaPAHTUH TOTO, YTO MHTEIJICKTYaJIbHBIA/TBOPYECKUNA
TPYZA aBTOpa He Oy/eT HallpacHbIM, AAaCT €My CIIpaBeUIMBbIE BOZMOKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOEro TpyAa, MOIYYUTh U3BECTHOCTh U IIPU3HAHUE.

Huxkro 6e3 pa3pelieHns aBTopa He MOXKET BOCIIPOU3BOIUTh €0 POU3BEACHUE, PACIPOCTPAHATH,
nyOJINYHO IEMOHCTPUPOBATH, IPOAABATH, IMIIOPTHPOBATh, ITYCKaTh B MIPOKAT, MMyOIMYHO
UCTIOJIHATD, I0KA3bIBATh/UCIOIHAT B 3(Hpe UK pa3meliaTts B IHTepHeTe.

Vcnonb30BaHue «IIMPATCKOro» MPOrpaMMHOI0 0OecredeHust MOXKET IPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JAaHHBIX K TBOUM aKKayHTaM 10 OJIOKUPOBKU TBOET'O YCTPOMCTBA, I/Ie
YCTaHOBJICHHBIH He JierajgbHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OecIIaTHBIE IPOrPpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJjie

CeteBUUOK.p(h — TBOM INIaBHBIN COBETUUK B CETU. 3J1€Ch Thl MOXKEIlb y3HATh O OE30IIaCHOCTH B
CETH MOHSATHBIM M JJOCTYITHBIM SI3bIKOM, a ITPH BO3HUKHOBEHUH KPUTHUECKOW CUTYalun
00OpaTHUTHCS 32 COBETOM. A TakKe IPUHSTH Y4acTHE B KOHKYPCaxX U CTaTh CaMbIM ITH(POBBIM
rpaXxaaHuHOM!



